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TYPES OF AUTHENTICATION
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• Out of wallet ques tions
• Recent trans actions
• Based on something they know

• One-time pas s codes
• Mobile apps
• Based on something they have

• Voice biometrics
• Face biometrics
• Based on who they are 

What You Know

What You Have

Who You Are



EXPERIENCE VS. SECURITY
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THE FULL PICTURE OF VOICE SECURITY
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VOICEPRINT 
MATCHING

SYNTHETIC 
DETECTION

MFA

HUMAN + AI
COLLAB
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AUTHENTICATION DEMO



WHAT IS A VOICE PRINT?

A FINGERPRINT OF YOUR VOICE
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ENROLLMENT
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SECURING YOUR MEMBERS ACCOUNT FOR LIFE

SPEAK NATURALLY
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ENROLLMENT DEMO



FRAUDSTERS ARE ATTACKING CALL CENTERS
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of fraud losses from account 
takeovers involve the call center
(Aite Group)

1.35B
personal records exposed 
in 2024
(Security Magazine)

$40B
fraud losses in USA by 2027

(Deloitte)25%
of financial organizations 
reported 1million in fraud 
losses in 2024
(Alloy)

61%
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SOCIAL ENGINEERING FRAUD PREVENTION 



DEEPFAKES ARE AN OUTCOME OF GENERATIVE AI

Designed for Good…

• Media and Enterta inment
• Acces s ibility
• Reaching Global Communities

… But can be used for Evil



LET'S MAKE A DEEPFAKE TOGETHER
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DEEPFAKE ATTACKS
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DEEPFAKE DETECTION



MULTI FACTOR AUTHENTICATION – ONE TIME PASSCODE

Improved Security and Fraud Prevention
• OTP (One-Time Pas s code) via  phone or email to enhance s ecurity
• Replace or s upplement the Q&A proces s  during enrollment
• Enhance protection for high-ris k trans actions  or failed voice verifications

Simplified Agent Workflow
• Integrated directly into the IllumaSHIELD Gadget for eas y and s eamles s  

us e by agents
• OTP verification res ults  are automatically logged and acces s ible in the 

manager portal

15
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RISK TAGGING



LETS DO A TEST

Option 1 Option 2
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WOULD YOUR AUTHENTICATION HAVE PASSED?
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CONSENT TRACKING
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REPORTING AND DASHBOARDS



WE WANT TO WORK WITH YOU...
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Deploy in Days, Go-Live in Weeks

Return on Investment in Year 1
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SOME OF OUR CUSTOMERS



CLIENT SUCCESS
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Client  Success Team
● Client Success Manager
● Project Manager
● Support Engineer 

Implementat ion and Go-Live Support
● Weekly Meetings
● Technical Integration
● Compliance and Marketing
● Train the Trainer
● Agent Handbook 

Post  Go-Live
● Monthly Meetings
● Usage Metrics and Peer Benchmarking
● Health Checks and Re-Calibrations
● Product Updates

WEEKS

1 2 3

De p loy & Inte g ra te

Busine ss  Pre p a ra t ion

Use r Acce p t ing  Te s t ing
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80,000

0 Fraudsters Defeated Voice Biometrics

82% Lower Time To Verify

NPS At 3 Year Peak Since Launch

Members Enrolled in 18 months

“Since launching Illuma Shield  our NPS score has 
reached its highest point in over 3 years. With strong 

adoption from members and contact center agents, we 
are also seeing significant operating efficiencies in just 

the initial months of use. We are getting all of this while 
keeping bad actors out of members’ accounts”

Steve Goodwine
VP, Director of Contact Center

CLIENT SUCCESS STORY



Reduction in verification time

Departments  are us ing IllumaSHIELD

Current phone average wait time

Members  protected in 6 months  

Frauds ters  have defeated IllumaSHIELD

85%

30%

60%

RAPID, HIGH IMPACT RESULTS WITH
VOICE AUTHENTICATION
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81%

19 

3:39 

30,000

ZERO

Member s ay YES to Voice Biometrics  
when offered 

8 of 10 

“This was a very seamless implementation 
process. Our biggest success since 

implementing IllumaSHIELD  has been the 
increased confidence within our team and the 

significant reduction in friction for our 
members. Additionally, we greatly value 

Illuma’s ongoing investment in their technology 
and dashboards, which provide us with 

seamless insights into our team’s 
performance.” 

Janis Lunger, VP Member Contact Center 
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35%

50% Lower Abandon Rate

83% Faster Verification

39s Reduced Wait Time

Members Protected in 9 Months

“We did maybe an hour of training. The lift of 
implementing this was nothing. With other vendors, we 
were used to weeks and weeks of meetings and trying to 
get things done. Rolling out Illuma took a fraction of the 

time. It couldn’t have been any easier to put in place.”

Tim Walters
Member Experience Manager

CLIENT SUCCESS STORY
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AWARDS 
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THE FULL PICTURE OF VOICE SECURITY
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VOICEPRINT 
MATCHING

SYNTHETIC 
DETECTION

MFA

HUMAN + AI
COLLAB



TOGETHER WE CAN DELIVER
SUPERIOR OUTCOMES
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