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DOB Webinar, Mortgage Moratorium, Cyber Attacks Guidance, Attorney General 
Debt Collection FAQs, Remote Notarization 
 
Massachusetts Division of Banks Webinar-Small Business Credit and Fair Lending  
The Massachusetts Division of Banks and Loan Agencies (“Division of Banks”) hosts periodic 
webinars and webcasts, referred to as DOB connects, covering regulatory developments and 
consumer-related topics for credit unions, financial institutions and community 
organizations. The programs feature state and federal experts and guest speakers 
discussing consumer protection, innovative initiatives, financial risk areas, community and 
economic development, and other statewide policy topics. Some sessions allow for 
questions and comments. 
 
The next session, Compliance Strong COVID-19 Series - Small Business Credit and Fair 
Lending Guidance for Financial Institutions, will be held on Thursday, April 23 at 
1:00 pm. Topics include Regulation B; Compliance Management Principles; Reaching 
Minority Businesses; and Recommendations. More specifically, the Equal Credit Opportunity 
Act (ECOA) regulatory requirements relating to small business lending will be a focus and 
guidance on how to stay compliance-strong while serving small business applicants during 
the current economic and public health crisis will be presented. An added discussion on 
serving minority business applicants will be part of the program, with best practices and 
recommendations borrowing from a recent published report, Special Commission to Plan, 
Develop, and Implement Strategies to Support and Promote Minority-Owned Real Estate 
and Financial Services (2020). Presenters include Akwasi Agyemang, Supervisory Examiner, 
Consumer Protection and Outreach Unit, at the Division of Banks. 
Registration may be found at 
https://register.gotowebinar.com/register/483010366764810507 For more information, 
please refer to: 
https://www.mass.gov/doc/dob-connects-small-business-credit-fair-lending-
guidance-for-financial-institutions/download 
 
Massachusetts Moratorium on Mortgages 
The Division of Banks is preparing a series of questions and answers to assist with 
implementation of Chapter 65 of the Acts of 2020, An Act Providing for a Moratorium on 
Evictions and Foreclosures During the COVID-19 Emergency, which became effective 
yesterday. The new law may be found at: 
https://malegislature.gov/Laws/SessionLaws/Acts/2020/Chapter65 As soon as they become 
available, then the Association will distribute them. 
 
Massachusetts Division of Banks - Industry Notice: Increased Cyber Activity 
During Times of Crisis  
The Division of Banks recently released cybersecurity tips to improve readiness by credit 
unions and others to combat threats. Evaluating cybersecurity readiness can be 
accomplished by utilizing the PPT model that considers: People, Processes, and Technology.  
  
I. People  

 Continue to remind your employees that human error as a result of social 
engineering schemes, rather than the use of sophisticated technologies, remains the 
top method of cyberattacks. Emphasize key training lessons and regularly remind 
employees to stay vigilant.  
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 Let remote workers know when online/virtual meeting platform links are expected 
and legitimate. If something does not look right, employees should contact the 
meeting organizer.  

 Remind customers and staff that while some financial institutions may have adjusted 
hours or services in compliance with local, state, and Centers for Disease Control 
(CDC) guidance, customers continue to have access to the various services offered 
by financial institutions and licensees. Furthermore, consumers should be reminded 
that banking deposits and shares remain safe and insured by the FDIC or NCUA. In 
some circumstances, deposits are further insured in full by the Massachusetts Share 
Insurance Corporation.   

 Inform members and employees that the credit union brand might be used in a 
fraudulent email alert to customers. These fraudulent alerts may state that the 
member’s accounts has been suspended. The victim may receive a link that looks 
like a credit union’s login screen, encouraging them to log in with their username and 
password.   

 Communicate to members that dis-information campaigns are already underway and 
urge them to rely on government and well-established news sources for credible 
information. Be wary of unreliable websites and random social media posts.  

 Inform members and staff to expect scams related to COVID-19. They should be 
extra cautious about clicking links and providing sensitive or confidential information. 
Be extra vigilant to follow secure cyber practices.  

 Remind staff and members to be cautious of communications with the following or 
similar subjects:  

• Obtain U.S. government funding related to Coronavirus relief.  
• Check for an updated Coronavirus map in your city.  
• Coronavirus infection warnings from local school districts/governmental 

entities.   
• Keep your children safe from Coronavirus.  
• Raise funds for Coronavirus victims – If you wish to donate money, avoid 

responding directly to email solicitations.  
 
II. Processes  

 Anticipate Distributed Denial of Service (DDoS) attacks that are often distractions to 
carry out wire fraud.  

 Exercise special caution when honoring customer requests for special/alternative 
handling of transactions. Requests for wire transfers or ACH account changes should 
be verified by contacting the business contact on a known phone number, asking a 
fellow staff member to review the requests, or calling the customer directly.  

 Be vigilant against Business Email Compromise (BEC). Credit union policies should be 
in place to require secondary confirmation of major wires or transactions in-person 
or by telephone.  

 Be on the lookout for Corporate Account Takeover (CATO) attempts. The attacks are 
usually in the form of emails that ask for your credentials.   

 
III. Technology  

 As you utilize alternative systems/equipment in conjunction with your Business 
Continuity Plan, remember to follow your standard security protocol. Maintain secure 
connections for remote workers.  

• Can you assist staff in securing their home Wi-Fi?   
• Remind staff that public Wi-Fi networks should be avoided.  
• If use of personally owned devices for remote access is allowed, help staff 

bring these devices up to date with the latest security patches and end-point 
protection.  



• Implement multi-factor authentication for high-risk remote access.  
• Discuss with your managed service provider (MSP) how they are maintaining 

security to your network with any of their remote workers.  
 
IV. Other Important Considerations  

 Cyber Insurance  
• Although optional, if used as a component of your risk management program, 

know what your policy(s) covers (e.g. forensic remediation, notification 
expenses, equipment replacement, reputation repair, etc.).  

• Understand your policy’s exclusions and how the insurer defines “minimum 
security standards.”   

• Confirm that required security protocols are in place including when 
employees are working from home.   

  
Regulatory contact: Director of Cybersecurity/IT/FinTech Holly Chase at 617-367-4409 or 
Holly.Chase@mass.gov. 
 
Massachusetts Attorney General Emergency Debt Collection Regulations FAQs 
The new regulation promulgated by Attorney General Maura Healey details additional 
practices that are considered unfair, deceptive and harmful debt collection practices during 
the current COVID-19 pandemic and is found at 940 CMR 35.00, “Unfair and Deceptive Debt 
Collection Practices During the State of Emergency Caused by COVID-19.” For additional 
clarity, Frequently Asked Questions (“FAQs”) relative to the emergency regulations have 
been released and highlight: 
 

• The emergency regulations do not affect any attachment of wages obtained and 
served prior to March 26, 2020. 

• All activity relative to the repossession of a vehicle must be halted. 
• Any agency that collects on behalf of a first-party or original creditor, or on behalf of 

a debt buyer is considered a “debt collector” under the emergency regulations. 
• Creditors and debt collectors can answer and return telephone calls initiated by a 

consumer. 
• The emergency regulations do not restrict the use of text messages and email. All 

communications must still comply with Massachusetts law regarding contact 
frequency found at: https://www.mass.gov/service-details/fair-debt-collection 

• The emergency regulations do not apply to the collection of commercial debts or to a 
consumer who has obtained a legal judgment against a business.  

 
Prohibited acts include: 

• Filing or threatening to file a lawsuit;  
• Initiating or threatening to garnish an individual’s wages or seize other property or 

funds to repay a debt; 
• Visiting or threatening to visit the house of an individual with an unpaid debt; and 
• Communicating in person with an individual with an unpaid debt in a public place. 

 
Please note that the FAQs contain a specific section relative to credit unions: 
 
Credit Unions  
Question: Is a credit union a “debt collector” for the purposes of the Emergency 
Regulations? Answer: No. Credit unions are “creditors,” but not “debt collectors” as defined 
in 940 CMR 35.02, unless in the course of collecting on debts the credit union “uses any 
name other than his own which would indicate that a third person is collecting or attempting 
to collect the debt.”  
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Question: Do the Emergency Regulations prohibit a credit union from making debt 
collections calls, or from sending debt collection letters and emails?  Answer: No. Creditors 
who are not debt collectors may make collection calls, subject to the provisions of 940 CMR 
7.00. Both creditors and debt collectors may send debt collection letters and emails, so long 
as they do not engage in any of the conduct prohibited by 940 CMR 35.03(1)(a) through (g) 
or other applicable law. 
 
 
The full guidance may be found at: 
https://www.consumerfinancialserviceslawmonitor.com/wp-
content/uploads/sites/501/2020/04/Frequently-Asked-Questions-Regarding-the-Emergency-
Debt-Collection-Regulations.pdf 
Massachusetts Remote Notarization Pending Legislation Advances 
The Massachusetts Senate has engrossed a bill, Senate 2645, as amended, that would 
enable notaries public to "perform an acknowledgement, affirmation or other notarial act" 
by using real-time electronic video conferencing. Key provisions include: 

• Authorizes a notary public to perform an acknowledgement, affirmation or other 
notarial using electronic video conferencing in real time; requires the notary public to 
observe execution of the document, for all parties to be present in the 
commonwealth, and for principal parties to provide evidence of identity, including 
real time display during the video conference or sending of a copy; requires the 
notary to retain the copy for 10 years; additionally requires each principal party to 
make the acknowledgment, affirmation or other act to the notary public, to swear or 
affirm their presence in the commonwealth, to disclose the presence of a third party 
and to deliver the executed document to the notary; mandates a second video 
conference to confirm the document if it part of a mortgage closing. 

• Requires the notary stamp and signature to include a recital that the document was 
notarized remotely; directs notaries to execute an affidavit under the penalties of 
perjury that he or she has received identification, received a principal’s verbal assent 
to any recordings, affirmed a principal’s physical presence in the commonwealth and 
was notified of any third party. 

• Designates wills, nominations of guardians or conservators, caregiver authorization 
affidavits, trusts, durable powers of attorney, health care proxies or HIPAA 
authorizations as complete upon compilation of all original counterparts and the 
notary public affidavit. 

• Designates documents notarized remotely as properly executed, acknowledged and 
notarized document for all legal purposes, including recording with the registry of 
deeds or recording of a will; additionally validates the signature of any witness 
participating in the video.  

• Prohibits any impact on any law or regulation governing, authorizing or prohibiting 
the practice of law, including those requiring notary attorneys or paralegals under 
the supervision of attorneys to engage in certain notarial acts. 

• Repeals all authorization for remote notarial acts effective 3 business days after the 
termination of the March 10, 2020 COVID-19 state of emergency. 

 
Both the House and Senate next meet on Thursday for action. The text of the bill may be 
found at: https://malegislature.gov/Bills/191/S2645 
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