
 
 

EQUIFAX OVERVIEW 

 

The Association will continue to encourage Congress to subject merchants to the strong data 
security requirements that credit unions must follow. It is important to recognize that Equifax 
was subject to those requirements. Congress may consider even tougher requirements on entities 
that hold sensitive information, therefore credit unions must remain vigilant to support 
legislation that does not sweep credit unions into additional, burdensome requirements. 

What is Equifax? 

• Equifax is one of the main nationwide credit reporting agencies (“CRAs”).   
• Equifax is not a bank/financial institution and does not accept deposits, nor does it extend 

credit or handle payment transactions. 
• Equifax offers a variety of data products and services to many sectors and government, such 

as assistance with employment verification and background checks, and is most widely 
known for its role as a provider of consumer credit reports. 

Are CRAs federally required to protect data? 

• As “non-traditional” participants in financial marketplaces, CRAs are subject to the FTC’s 
authority under the Gramm-Leach-Bliley Act (“GLBA”) with respect to information 
security. 

• Under the Federal Trade Commission’s (“FTC”) GLBA “Safeguards Rule,” CRAs are 
required to have measures in place to secure information covered by the GLBA.   

Who regulates CRAs? 

• Because of its credit reporting business, Equifax is considered a “financial institution” for 
purposes of the GLBA and also is subject to various consumer financial laws, including, in 
particular, the Fair Credit Reporting Act (“FCRA”). 

• With respect to information security under the GLBA, the FTC is the regulator and enforcer 
of the GLBA information security standards with respect to CRAs. 

• With respect to compliance with other consumer financial laws (e.g., the FCRA), the CFPB 
oversees the operations of the CRAs. 

o However, the CFPB does not enforce the data security requirements of GLBA. 

Are CRAs examined by regulators for their data security practices? 

• The authority granted by the GLBA to the FTC under the FTC Act does not include the 
authority for the FTC to conduct regular and ongoing examinations of the CRAs for data 
security practices. 

• This is significantly different than the examination and oversight of traditional financial 
institutions (e.g., banks and credit unions) by other financial regulators (e.g., the FRB, OCC, 
FDIC, SEC). 
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o That is, CRAs are not subject to ongoing and regular oversight with respect to 
information security as are other financial institutions. 

How is this different from the way other financial institutions are required to protect data? 

• The breadth and depth of the requirements for banks and credit unions regarding 
information security is extensive and continuously evolving. It is measured in thousands of 
pages and many hundreds of examination questions. 

o CRAs, however, are subject only to the high-level FTC GLBA Safeguards Rule. 
o For example, because the FTC does not have examination authority, it has not 

issued detailed information security and technology examination guidelines and 
expectations like the federal banking agencies have through the FFIEC. 

• Bank regulators have extremely broad and nearly unlimited authority to enforce violations 
of their information security rules, standards and expectations under the Federal Deposit 
Insurance Act. 

o In contrast, the FTC enforces the GLBA information security standards under its 
authority provided by the FTC Act. While the FTC can issue a consent order, the 
FTC may only fine a CRA after the firm has already been made subject to an 
order by the FTC and then violates that order. 

• It is important to note that traditional consumer account-holding financial institutions (e.g., 
banks and credit unions) have their own financial incentives to protect data because the 
financial institutions are ultimately liable for fraud, and financial institutions must maintain 
the trust of their customers in order to maintain their businesses.  

o Consumers typically do not have relationships with CRAs. 


